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Background

[bookmark: _Hlk6306533]The Government of New Brunswick (GNB) is committed to practicing cyber security.  GNB’s cyber security goal is to protect citizen information and ensure that Government processes are secure from modern attack vectors.  

The Cyber Security Risk Analyst will play a pivotal role in the GNB Security Program. The role will be responsible to ensure that the risks associated with risk and compliance assessments are managed.  

GNB Cyber Security Team Overview
GNB’s Cyber Security Team encompasses a multi-disciplinary and highly skilled team of individuals with unique talents that cover the domains of cyber security.  The goal of this team is to work collaboratively to ensure that all aspects of the GNB Security program are covered.

Finance and Treasury Board (FTB)
FTB Office of the Chief Information Officer (OCIO) is responsible for the the GNB Cyber Security Program.  The OCIO Cyber Security team  includes subject matter experts (SMEs) in the areas of forensics, security and information event management (SIEM), risk assessment, training and awareness and Security Operations Center (SOC) management and front line support. 

SNB Security
Service New Brunswick’s Information Security and Risk Management (ISRM) team contains security professionals who conduct risk assessments, interface with operational teams and co-facilitate the activities of the GNB SOC. 

Departments
Each department has a Departmental Information Security Officer (DISO) who represents the liaison between cyber security activities and the business within the department.  These individuals are responsible for business impact, business continuity and risk assessment services.

The ability to contribute, communicate, demonstrate flexibility and adapt in an evolving cyber security threat landscape is vital to working within the team in a supportive and effective manner.    

[bookmark: _Toc491154192][bookmark: _Toc158141548]Services Sought
Cyber Security Program Compliance
The Cyber Security Risk Analyst will help promote compliance to the GNB Cyber Security Program including:
· Measuring and reporting departmental compliance with GNB Cyber Security Program policies, directives and standards
· Proactively engaging system owners, business owners and other relevant stakeholders to ensure compliance of applications, systems and processes with the GNB Cyber Security Program 
Cyber Risk Management
The Cyber Security Risk Analyst will facilitate the life cycle management of Cyber risk in GNB. This includes:
· Performing risk assessments and analysis on critical GNB cyber security controls and systems
· Coordinating entry of identified risks from risk assessments, vulnerability management, SOC activities, etc. into the GNB risk register and assign a risk owner to each risk
· Providing risk treatment recommendations to stakeholders
· Working with GNB stakeholders to ensure identified risks are understood and treated
· Conducting regular meetings with risk owners and relevant stakeholders to update risk status
[bookmark: _Toc486423322][bookmark: _Toc491154193][bookmark: _Toc158141549]Mandatory Requirements
FTB seeks a resource that demonstrates the following Mandatory Requirements: 
 
	No.
	Requirement

	M1
	A University degree in Computer Science, Engineering, a related discipline or certification in Information Technology from a recognized community college.  An equivalent combination of education and experience may also be considered.

	M2
	A minimum of six (6) or more years of demonstrated experience as a senior cyber security analyst.  The referenced experience must have been obtained in the last ten (10) years.
Cyber security specialization must demonstrate proficiencies in:
· Risk Management
· Cyber security program compliance
· Risk Assessment
· Vulnerability, Exposure and Incident Management

	M3
	Resource must meet the following competencies:
· Knowledge and understanding of risk management principles, concepts, standards practices and tools
· Experience managing risk catalogs and performing risk assessments
· Experience in negotiating, mediating, and facilitating discussions with key stakeholders to achieve consensus
· Proven experience in data analysis
· Problem solving, and communication skills with the ability to communicate with both technical and non-technical stakeholders
· Aptitude to learn new tools and concepts quickly and apply to tasks at hand
· Ability to work with minimal supervision

	M4
	Excellent communication skills (written and oral) in English.

	M5
	Submitted resumes must be 5 pages max, focus on the Scored Requirements (section 4) and Deliverables (section 11).

	M6
	Must demonstrate the ability to achieve a Government of Canada Secret Level 2 Clearance.



Proposals that do not clearly demonstrate the capability to meet these mandatory requirements will be disqualified from further consideration.

Vendors are requested to respond to this section in the Vendor Response Matrix.

[bookmark: _Toc158141550][bookmark: _Toc377899779][bookmark: _Toc486423323][bookmark: _Toc491154194]Scored Requirements
FNB seeks a resource that demonstrates the following scored requirements. 
Note that SNB is assessing the vendor’s proposed resource experience, not the experience of the vendor organization.

	No.
	Requirement
	Required Experience

	S1
	Demonstrated experience managing risk and working with stakeholders to submit and update risk information.  Provide details on:
· Amount of stakeholder groups
· Amount of risk items handled (monthly)
· Methodology
· Tools used
· Reporting provided
	4 Years

	S2
	Provide an outline of how you might develop and deliver a risk management program for a public service organization.  Provide a timeline for the program development.
	NA

	S3
	Demonstrated experience reviewing compliance of a cyber security program.  Provide details on:
· the duties that you performed
· types of projects completed
· methodologies and frameworks
· Reporting provided
	2 Years

	S4
	Demonstrated experience performing risk assessment.  Provide details on:
· the duties that you performed
· types of projects completed
· methodologies and frameworks
· Reporting provided
	2 years

	S5
	Demonstrated experience working on projects in the public sector.  Provide details on:
· the duties that you performed. 
· what deliverables you were responsible to produced
· to what level did you report to (PM, Director, and/or VP?).
· complexities and/or issues you ran into and how you resolved them
· types of communications (PowerPoint, Briefing Notes, Presentations, Facilitation, etc.) you were responsible to generate and to what level of an organization you have had to communicate with (PM, Director, and/or VP).
	2 Years

	S6
	Communication skills (written and/or oral) in French would be a benefit.
	Yes/No

	S7
	Demonstrated experience working successfully within multi-platform / cross functional teams.  Provide details on:
· what the various teams were (business, Technology, etc.);
· how you managed across the teams;
· what was your approach, use of best practices, etc.
	2 Years



** The Proponent should ensure that clear details are provided as requested to avoid losing points.  Clear referrals or references to the project on the Proponent’s supplied resume where the experiences were gained should be provided to allow scorers to easily reference them.  

Responses to this section will be scored in accordance with the Selection Process identified in Section 13 of this SOW.
Vendors are requested to respond to this section in the Vendor Response Matrix.

The ideal candidate for this role has a passion for both data quality management processes as well as engaging stakeholders.

[bookmark: _Toc158141551]Cost
Proponents MUST provide a per diem rate based on a 7.25 workday to complete the services outlined in this SOW and subsequent service agreement.  

Cost will be evaluated using the following formula to determine the score for Section 13:

Price on proposal under evaluation x total marks available for price = SCORE

[bookmark: _Toc158141552]References
Vendors are requested to include references as per the table included within the Vendor Response Matrix.  References will be contacted, and responses will be evaluated and scored as per the Selection Process identified in Section 13.

In the event a poor reference is received, or in the event references provide information that is different than the information provided in the Vendor’s response, we reserve the right to disqualify the Vendor’s response from further consideration or negatively impact the scoring for Section 4.

If FTB is unable to reach the reference(s) provided, FTB reserves the right to disqualify the Vendor’s response from further consideration.

FTB reserves the right to contact references other than those provided, who are familiar with the work of the Vendor.

[bookmark: _Toc491154195][bookmark: _Toc158141553]Reporting Structure
The successful candidates will report to the FTB Senior Security Analyst while working collaboratively with a cross functional team of individuals including the CISO, DISOs and members of the GNB Security Team.

[bookmark: _Toc491154196][bookmark: _Toc158141554]Duration/Effort
The successful candidates will be required on a full-time basis for a period of One (1) year with three (3) one-year optional renewal periods, commencing Feb 26, 2024 (or sooner if possible).

FTB reserves the right to truncate the engagement, as needed. 

FTB may extend the engagement, monetarily, by 25% or 6 months, whichever is reached first, if it deems necessary.

[bookmark: _Toc491154197][bookmark: _Toc158141555][bookmark: _Hlk88559406]Work Location and Travel 
Office space, if desired, with current technology and access to necessary information can be provided for the duration of the engagement in Fredericton, NB.

The Vendor must be available during FTB working hours, Monday through Friday, 8:15 AM through 4:30 PM AST.

Remote Work Location:  FTB will consider remote work (outside of NB but within Canada).  The contractor may be required to meet with FTB officials at the FTB Office in Fredericton at various times as needed during the engagement. If the successful contractor is proposing to complete the work remotely, FTB will require a minimum of 2 or 3 site visits (to Fredericton) per year during the engagement at the vendor’s expense as follows.

i. One On-Boarding Session – Estimated to be a one week (5 business days) engagement that will allow the Contractor to:

· Meet GNB Security team members
· Obtain an overview of the GNB Security Program
· Obtain an understanding of the Contractor’s roles on the GNB Security team; 
· Establish status reporting and other related processes;
· Establish technology requirements such as remote access, security privileges requirements, Collaboration sites etc.;
· Start to collect all information needed to get started; 
· Confirm outcomes and expectations with all relevant stakeholders.

ii. Two (2) Team Meetings/year (optional) –  Mutually agreed to and scheduled sessions are proposed every 3 to 4 months that will allow the Contractor and FTB to review the completed work and look ahead at the remaining effort.  Any outstanding issues will be addressed at that time.  These are seen a 2 to 3 day visits.

Note: FTB will pay for on-site travel expenses above and beyond the visits mentioned above, if requested.

Notes:
1. The Vendor will be required to participate in 2 weekly 1 hour recurring status conference calls for the duration of the engagement.

If the proposed resource(s) are based outside of Fredericton, it is the candidate’s responsibility to pay for the  travel time and costs to and from their place of business (or home) to Fredericton.

If travel within the province is required, FTB will pay for travel outside of our area of business (Fredericton) as part of this assignment.  Travel, meals, and lodging expenses will be reimbursed at the GNB employee travel rates.


Suppliers must comply with all GNB health and safety policies and standards including, without limitation, all health and safety policies and standards related to COVID-19, as applicable.

GNB’s COVID-19 Vaccination Policy requires mandatory COVID-19 vaccination for all GNB employees in Parts I-IV. This requirement for mandatory vaccination also extends to on-site contractors, sub-contractors, vendors and suppliers. Proof of vaccination (or medical exemption) is required for anyone working on-site in GNB workplaces, whether during regular business hours or not. In addition, any Public 
Health measures that may be in effect at the workplace, such as masking, apply to all parties accessing the workplace.

Failure to comply with this requirement will result in termination of the contract. 
Go to www.gnb.ca/nbon to view the full policy and FAQs

[bookmark: _Toc491154198][bookmark: _Toc158141556]Supplied Devices 
FTB will provide technology devices as required to complete the services requested in this Statement of Work.  

FTB will ship technology devices to remote vendor’s at FTB’s cost.  It is the responsibility of the contractor to cover costs related to shipping FTB technology devices back to FTB in New Brunswick at the end of the engagement.

[bookmark: _Toc491154199][bookmark: _Toc158141557]Deliverables
The successful candidate must deliver the following in order to successfully complete the engagement: 

· Develop and document risk management process
· Develop and deliver risk reporting metrics
· Develop a methodology to effectively review risk items with stakeholders on a regular cadence
· Execute on risk management process development and documented
· Provide support for GNB Cyber Security Program review
· Support other cyber security initiatives as required

The Cyber Security Risk Analyst will be required to sign a non-disclosure agreement and complete the Privacy and Security training, as required by GNB, prior to commencing the assignment.

[bookmark: _Toc491154200][bookmark: _Toc158141558]Criteria for Immediate Disqualification 
Candidates will be immediately disqualified from the competition if:

· The proposal does not fully demonstrate compliance with the Mandatory Requirements
· they do not score at least 42 on the Scored Requirements defined in Section 4.
· they are unavailable during the timeframe indicated in Section 8.

[bookmark: _Toc491154201][bookmark: _Toc158141559]Selection Process
Proposals meeting the mandatory requirements identified in Section 3 will be evaluated in accordance with the following criteria:

	CRITERION
	Weight / Points
	Minimum Score Required

	Scored Requirements (Section 4)
	65
	42

	Cost (Section 5)
	20
	N/A

	References (Section 6)
	5
	N/A

	Interview (Optional)
	10
	N/A

	TOTAL 
	100
	42



The successful proponent will be the highest scoring proposal meeting all the mandatory and minimum requirements defined within this SOW.

The following may be required prior to final selection or award:
· an interview, either in-person or via telephone, will be conducted for resources scoring within 10 points for Scored Requirements, Cost and References.  
· demonstration of documentation produced 
· administration of a test to the candidates to gauge practical application of their skills and knowledge
· a confidentiality agreement with the vendor and the vendor’s proposed candidates, and
· assignment of all intellectual property rights, including copyright, for all deliverables, consultation and services to GNB

[bookmark: _Toc491154204][bookmark: _Toc491154205][bookmark: _Toc158141560]Vendor Submission
Vendors are requested to submit the following with their proposal:

· FTB Candidate Submission Matrix as detailed in sections 3 and 4.
· Resume (5 pages max, focus on the Scored Requirements (section 4) and Deliverables (section 11)),
· References,
· Proposed Per Diem Rate
· Conflict Of Interest

Only the above documents will be reviewed for the purposes of the evaluation.  Any additional documentation provided in the proposal besides the above requested may not be considered.

[bookmark: _Toc158141561]Conflict of Interest
[bookmark: _Toc520288296]Candidates are requested to complete and return the attached Conflict of Interest form (see Appendix A) with their submission.

The Province may disqualify a proponent for any conduct, situation or circumstance, determined by the Province, in its sole and absolute discretion, to constitute a Conflict of Interest.

For the purposes of this Service Request, the term “Conflict of Interest” includes, but is not limited to, any situation or circumstance where: 
(a) in relation to the Tender process, the proponent has an unfair advantage or engages in conduct, directly or indirectly, that may give it an unfair advantage, including but not limited to (i) having, or having access to, confidential information of the Province in the preparation of its proposal that is not available to other proponents, (ii) communicating with any person with a view to influencing preferred treatment in the Tender process (including but not limited to the lobbying of decision makers involved in the Tender process), or (iii) engaging in conduct that compromises, or could be seen to compromise, the integrity of the open and competitive Tender process or render that process non-competitive or unfair; or 

(b) in relation to the performance of its contractual obligations under an agreement for the Deliverables, the proponent’s other commitments, relationships or financial interests (i) could, or could be seen to, exercise an improper influence over the objective, unbiased and impartial exercise of its independent judgement, or (ii) could, or could be seen to, compromise, impair or be incompatible with the effective performance of its contractual obligations.

Proponents should disclose the names and all pertinent details of all individuals (employees, advisers, or individuals acting in any other capacity) who participated in the preparation of the proposal; AND were employees of the Province within twelve (12) months prior to the Submission Deadline.




[bookmark: _Toc158141562]Appendix A: Conflict of Interest Declaration
The proponent must select one of the following:

☐ The proponent declares that there is no actual or potential Conflict of Interest relating to the preparation of its proposal, and/or the proponent foresees no actual or potential Conflict of Interest in performing the contractual obligations contemplated in the SOW. 

Or
☐ The proponent declares that there is an actual or potential Conflict of Interest relating to the preparation of its proposal, and/or the proponent foresees an actual or potential Conflict of Interest in performing the contractual obligations contemplated in the SOW. 

If the proponent declares an actual or potential Conflict of Interest, the proponent must set out below details of the actual or potential Conflict of Interest: 
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